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PROBLEM DEFINITION

Safety:
“Nothing bad is going to happen to the system.”

Formally:

every execution remains within the safe region.




STRATEGIES FOR SAFETY
VERIFICATION

Proving Safety :Determining every execution is safe
Falsification: Finding a violating bug
Outputs:

e acounter example: A trajectory from a state in initial set to a
state in unsafe set. (Falsification)

« Proof that such counter example does not exists. (Verification)

Analog circuit S

Yes 5 proofthat S satisfies P
Safety property P

No

Atrace of S that violates P




PARAMETERIZED
CONTINUOUS SYSTEMS

- Model for the system f(x(t).x(t),u(t)) =0

 State space S C R"

« Timeis bounded [0, T)

 fis smooth (f belongs to C'°)

« Thereis an upper bound M on all derivatives of Fon [0, T).

* There should be a limit on how fast the system can
evolve. 1 <n< 0 ‘f(n)‘ <M

« This assumptions are not limiting, since we are considering
cyber-physical systems.




CASE-STUDY J7
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SOLUTION FOR TANK
SYSTEM

()

Where: and are constants and:

So that the solution () for each tank looks like:

()
() — —




PART I:
LAPSES VERIFICATION




LAPSES VERIFICATION FLOW

Generating solution X for system

* _______ DA

Approximate X using Taylor L ___
approximation Y of order p T~ -

\
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Compute the maximum/minimum of Y ~
on [0,T) ~<
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Compute the error of |Y-X| on [0, T)

Refinement:
increase Taylor
order
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OBJECTIVES

* Finding maximum & minimum of the solution over bounded
time [0, T)

« Generally, there is no sound technique for computing
max/min of unrestricted non-linear functions.

« Sound technique for maximum/minimum/root finding of
polynomial equations.




TAYLOR
APPROXIMATION

Approximate solution of the system using
single/multivariate Taylor approximation ( )

f"(a) f*(a)

2! 2P (a-a) (@) (2-a)",

[:I—ﬂ.}z—l—- ot

flz) = fla)+f(a)(z—a)+

Where to expand? We know that in the expansion point

()

The error increases with the distance from . Thus, we pick:

Taylor is approximation. What is the bound on error over [0, T)?




THE SALT LEVEL IN TANK SYSTEM

X1

Salt level x1 over [0, 10) in
Original System, K1 = 2

10 exp(- 10]- 20 expl-10)[t - 5]+ -[ B expl-10][t - 5]°)567
10 exp[-10]-.[ 16 exp[-10][t - 5] ™) 571231335525
T T T T

Taylor expansion order=20

Salt level x1 over [0, 10)
In Taylor expansion




THE SALT LEVEL IN TANK SYSTEM
X2
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Taylor expansion of order 38

Salt level x1 over [0, 10) in
Original System, K2 =4

1=0.2848
Y=2.8080




MULTIVARIATE TAYLOR
APPROXIMATION

Similarly for evaluating the changes over more than one (time)
dimension, we use multivariate Taylor approximation.

f@) =Y 2LV ooy 3 h(@)(@—a)

eyl
la| <k || =k

and lim h,(x) = 0.

Ir—a

Thus, the proposed method can be used to enforce safety
properties involving a linear combination of constraints




MULTIVARIATE ANALYSIS




MULTIVARIATE ANALYSIS
OF — (CONT’D)




TAYLOR REMAINDER

Lagrange form:

_ FEI(EL)
Bile) = ")

This is a function with a maximum in [0, T). Let:

[: T — ﬂ_) k+1 a = expansion point =

1§n§oo:\f(”)\§M

Under the assumption that the system does not evolve too quickly. Then

M
(k+1)!

N.B. ( ) grows very quickly.

Rk(fl;’) < )k—I—l

(x —a

Even for large we converge very fast.




VERIFYING THE
APPROXIMATION

Lemma;

Ifforall0 <t <T,0<e Y(t)+e < Hand |Y(t)— X(t)| < ethen X(t) < H

1. We compute the maximum of Y (Taylor approximation).
2. |If( ) is safe, then is safe.
3. Otherwise either:

I, Our approximation is too crude.

li. The system is unsafe.
4. Refinement: increase Taylor expansion order




PART II:
LAPSES FALSIFICATION




LAPSES:
FINDING VIOLATING TRACE

System model generation in Z3
« Template for modeling the system in Python

System equation generation using computer algebraic
systems

Given the result to Z3 to simulate
Z3 outputs:

SAT,
Unknown




from z3 import =*
from math import exp

e = Real('e')
e

location=[ ]
location="drain'

t,tl,t2=Reals ('t t1 t2')

[VAR_DECL]

[INIT STATE]

Tl
T

set_option( )
set_option( )




k
for 1 in range(k):
s=Solver()

if location=='drain':

5. add(
(t2 - t1) = 8,
[EQUATIONS ]

)

if s.check()==unsat:
break

m=s.model()

print 1

print m[t2]
orint location
print s.model()

[TIME_FLOW]
t1=m[t2]




EXAMPLE EXECUTION

T4

Iy

Ia

I

action

=

D00 =] Ch N = Lo b p=t| =

=

8.89225612037
3.78238909797
1.70808201507
0.68688512157
0.26145164457
0.09741133127
0.03600406727
0.01326806017
0.00488415167
0.00179719947

5.17240646277
2.60661315397
1.12871802877?
0.44192357337
0.16637168067
0.06172780057
0.02277963797
0.00838982587
0.00308775367
0.00113609837

3.67879441177
1.85122351607
0.74840654257
0.28444220027
0.10587453577
0.03911608207
0.01441260567
0.00530516037
0.00195207347
0.00071818377

3.67T879441177
1.35335283237
0.49787068367
0.18315638887
0.06737946997
0.02478752177
0.009118581967
0.00335462627
0.00123409807
0.00045399927

drain
drain
drain
drain
drain
drain
drain
drain
drain
drain

Table 2. A sample execution of Tank system with N = 4 generated by lapses and

computed by Z3Py




FUTURE WORKS

Computing the upper bound on derivatives of

1<n<oo:|fM <M

Extend small model theorem (SMT) for continuous
dynamics




TOOL REMARKS

 Requirement:

«  SMT solver + Nonlinearity support + easy debugging

* Initially we used iSAT for nonlinear systems.

« Claims it supports nonlinearity
« Butitis limited to the most basic systems.

* Didn’t worked for us

« Moving on to Z3




Z3 - LIMITATIONS

- Z3 worked well for simulation. Supported basic nonlinearity

- Didn'’t support nonlinear equations with existential
guantifiers

We didn’t want to substitute the nonlinear with linearized
system

« S0 we constructed our own approximation using Taylor.




THANK YOU




PROVING SAFETY

Invariant Generation for Systems
Approximating systems using Taylor approximation

Finding the bound on approximation error

If approximation error is within the error bound
|s safety verified? :)
Else

Refine approximation




VERIFICATION IN Z3

t = Real('t")
X = Real('x")
s = Solver()

s.set(auto_config=False, mbqgi=False)

s.add( ForAll(t, x<30),
x<10,
x>0,
t>0,
t<b)

# Display solver state using internal format
print s.sexpr()
print s.check()




