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Abstract—Deep learning (DL) models are becoming effective
in solving computer-vision tasks such as semantic segmentation,
object tracking, and pose estimation on real-world captured
images. Reliability analysis of autonomous systems that use these
DL models as part of their perception systems have to account
for the performance of these models. Autonomous systems with
traditional sensors have tried-and-tested reliability assessment
processes with modular design, unit tests, system integration,
compositional verification, certification, etc. In contrast, DL per-
ception modules relies on data-driven or learned models. These
models do not capture uncertainty and often lack robustness.
Also, these models are often updated throughout the lifecycle
of the product when new data sets become available. However,
the integration of an updated DL-based perception requires a
reboot and start afresh of the reliability assessment and operation
processes for autonomous systems. In this paper, we discuss
three challenges related to specifying, verifying, and operating
systems that incorporate DL-based perception. We illustrate these
challenges through two concrete and open source examples.

I. INTRODUCTION

The first aircraft autopilot was developed by Sperry Cor-
poration in 1912 [1]. The autopilot connected a gyroscopic
heading sensor and an altitude sensor to hydraulic elevators
and rudder. This enabled the aircraft to fly straight and level
on a compass course without a pilot’s attention, thereby
greatly reducing the pilot’s workload. As newer sensor tech-
nologies became viable, they have been used to create new
capabilities in manned and unmanned flight control systems.
Deep learning (DL) has shown dramatic improvements in a
number of vision-based detection and estimation tasks such
as target and object detection [2], [3], lane detection [4], [5],
distance estimation [6], pose estimation [7], [8], and free-
space estimation. These DL models promise to help create
the next level of autonomy for air vehicles in existing and
new environments [9]. However, this does not come without
associated challenges.

Embedded and autonomous systems with traditional sensors
have tried and tested development processes and support
tools [10]–[12]. Several steps in this process like requirements
analysis, model-based development, unit testing, and system
integration, are not compatible with the design and analysis
processes for DL-based perception subsystems. For instance,
DL models are evaluated against test data sets, and while it
is accepted that these models should be aware of uncertainty
when shown new data [13], they do not come with specifica-

tions that are supposed to be met in real world deployments.
The models also exceed the capabilities of existing formal test-
ing and verification approaches for assessing reliability. And,
these models have to be maintained and improved throughout
the product lifecycle via data collection and domain.

In this paper, we discuss three challenges related to spec-
ifying, verifying, and operating systems that incorporate DL-
based perception. First, we introduce some terminology and
two concrete autonomous systems that use deep learning-based
models for perception. Executable code for experimenting
with these systems is available at https://publish.illinois.edu/
aproximated-abstract-perception/. Then, we discuss the three
challenge problems in specification, analysis, and runtime
assurance.

II. VISION-BASED AUTONOMOUS SYSTEMS

A. Drone Racing

The autonomous drone racing requires participants to de-
velop the software for an autonomous drone that navigates
through a race course using computer vision. A prominent
version of this competition is the AlphaPilot Challenge [14]
hosted by Lockheed Martin and the Game of Drones [15] by
Microsoft. Both competitions define the vision-based control
task as follows. The rough race course layout and gate
positions are provided beforehand, however the autonomous
system has to use a vision-based control strategy to go through
the actual gates, as fast as possible. Here we discuss a drone
racing pipeline as implemented in the AirSim simulator [15].

Fig. 1 shows a simplified version of the autonomous sys-
tem’s pipeline for tracking gates. The details of the subsystems
for planning and control are omitted. The perception subsystem
detects the gate using front camera images and estimates the
relative position and orientation of the drone to the gate.
The tracking controller computes control commands such as
waypoints, velocity, or thrust to fly the drone through the gates.
The perception subsystem includes both the gate detection
and pose estimation. This subsystem could in general involve
both deep learning models and classical functions (e.g., for
projective transforms, scaling, etc.)

In addition to the perception and the control subsystems,
the closed-loop system has the dynamics of the drone and the
camera in a simulated environment. In the actual drone, the
camera produces the image, and in the simulation a model of
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